Q1.  Does the code adequately explain how the Data Protection Act 1998 (DPA) provides subject access rights for individuals?
No.  We are not clear what this question is intended to cover.  In our view the explanation of how the DPA provides subject access rights is constituted of the organisation’s obligations to respond.  Our responses to Questions 2 to 4 should therefore cover the relevant ground.
Q2.  Does the code adequately explain what an organisation is required to do in order to comply with its legal obligation under the DPA to provide subject access?
No.  In part the code does explain an organisation’s obligations.  However, we identified a number of areas where we felt further guidance was required in relation to obligations:-

· To what extent should a data controller search elsewhere within a group of companies?

· To what extent should a data controller search elsewhere outside the EEA?

· When is a data controller on notice of having received a SAR particularly given the prevalence of social media?  Is an organisation obliged to proactively monitor social media in case comments made online could be construed as constituting a SAR?

· We find that the greatest ambiguity in dealing with SARs is the assessment as to what constitutes personal data.  This is particularly complex in the employment relationship where, as distinct from a customer relationship, the information held on an individual is not restricted to a discrete file, but is varied and touches many parts of the business (e.g. involvement in meetings, correspondence with customers etc.).  We appreciate that this is the subject of separate guidance but we have found that guidance to be of limited practical assistance in the context of SARs made by employees.  We would like to see guidance on this area incorporated into the code relating to SARS as it is a fundamental and time-consuming aspect of the organisation’s obligations or referred to in an addendum to the code.
· It is clear in neither the DPA nor the code how the additional obligations to give information re: the purposes for which data is processed, the sources of data etc. should apply.  We take the view that this additional information is only required to be provided if asked for, rather than to be provided together with any SAR response regardless of the specificity of the request, but some of the wording of the code seems to suggest the additional information should be provided with all SAR responses.  We would therefore appreciate this particular point being made clear in the code.

Q3.  Does the code adequately explain what will happen if an organisation does not comply with its legal obligations around subject access?

No.  The code is helpful as far as it goes.  However, we do think there are areas where this could be improved.  

· More examples would be appreciated, for example in relation to how the Information Commissioner will approach complaints about subject access requests.  In our experience the Information Commissioner often attempts to resolve such matters informally, and it would be helpful to have more guidance on how this is likely to be done (similar to the guidance at part E of the document “The Guide to Freedom of Information” issued by the Information Commissioner’s Office).  
· A particular concern is the overlap between subject access requests and disclosure in relation to litigation.  The code explains that courts may be reluctant to enforce subject access where other legal proceedings are contemplated or in progress.  However, there is little detail on this point and we would like to see more guidance on how to approach subject access requests particularly when litigation is contemplated but not yet under way, and where organisations can (relatively) safely assume that they do not need to respond to subject access requests if litigation is contemplated which would require disclosure of the relevant documents.  Our experience is employees or ex-employees often use the SAR process as a “fishing expedition” to find evidence to support any future claims.  The SAR request places onerous and costly obligations on the organisation and more often than not the documents and/or information given to the data subject are not relevant to any litigation.  Thus the organisation has a second level of cost in the disclosure exercise.  This double burden is unreasonable.
· A more general concern is about the interaction between an employer’s subject access obligations and how they are treated within the Employment Tribunal system.  Recent employment law reforms have sought to reduce the burden on employers, and the approach taken in the code to, for example, the need to make “extensive efforts” and the statement that subject access is not limited to data to which it would be “reasonable” for the data controller to provide access, are at odds with the approach taken to disclosure of data elsewhere in the courts system.
· The code is also not clear on what exactly constitutes ‘personal data’.
· Similarly it is not clear what ‘in writing’ means, given the technological age we live in.  Would a request on an organisations ‘blog’, twitter or Facebook comply, placing an obligation on the organisation?  It may be useful to have more prescriptive guidance or even a statutory form which has to be completed, particularly by employees or ex-employees.
Q4.  Does the code adequately explain the circumstances when an organisation may not be required to comply with a subject access request?
No.  We identified the following particular issues:-

· The guidance relating to third party data is unclear.  Where the personal data of a third party would need to be disclosed in order to fulfil a subject access request, the code says that it is good practice to ask third parties for consent to such disclosure.  It also says that there is no obligation to ask for consent, and that there will be circumstances where it is reasonable to disclose without asking for consent.  However, it is not made clear whether a data controller should always ask for consent where it is reasonable to do so, and whether a data controller can simply choose not to ask for consent where it could do so.
· There is reference to other exceptions which are not covered in the code.  

· The code does not address how to deal with confidential / commercially sensitive information which may fall within the remit of a subject access request (but outside of the circumstances discussed in the code in relation to personal data of third parties which is subject to confidentiality obligations).
Q5.  Do you think the code has enough good practice advice and/or practical examples?
No.  In our view previous guidance issued by the Information Commissioner’s Office in other areas has contained much more detailed practical examples.  For example, the document “The Guide to Freedom of Information” issued by the Information Commissioner’s Office contains at section C a variety of examples of wording which may be considered to be an FOIA request and wording which may be appropriate for responses asking for further information.  The Employment Practices Code likewise includes better and more practical guidance; for an example see the examples at pages 5 and 6 of that code describing what types of personal information are and are not likely to be covered by the DPA.
In addition, the FOIA guidance contains a specific guidance document for each applicable exemption, together with more guidance about the practical interpretation in particular circumstances.
Q6.  Are there any sections in the code which you think need more detail?
Yes.  We are responding to this consultation primarily from an employment law perspective.  Accordingly, we felt that in particular the complexity of subject access requests made by employees, for whom an employer is likely to hold far more data than simply what is on their personnel file, is not adequately addressed.  

See also our comments in relation to questions 2 to 4 above.
Q7.  Is the code easy to understand?
No.  To a degree it is straightforward and clearly aimed to be written in plain English which is helpful.  However, the language used is often not sufficiently precise, leading to ambiguities in relation to how certain issues are presented.  For example, at the start of the code it is explained that “good practice” is not mandatory, but it is then not made clear throughout the code whether a certain instruction is mandatory or simply good practice.  Wording such as “might have the following indicators of good practice” is particularly unhelpful.

For example, section 4 refers to a possible indicator of good practice being the provision of a standard SAR request form, but also makes it clear that such a form cannot be made compulsory and that requests must be responded to regardless of the form of the request.  We felt this to be somewhat contradictory, and leaves data controllers in some doubt as to what they should do in practice.  

A similar example is in section 6 – the code refers to making “extensive efforts” to locate information but also says that the data controller is “not obliged to leave no stone unturned”.  This is not clear and we cannot identify from this paragraph where the line is to be drawn between “extensive efforts” and “no stone unturned”.  

We also felt that the structure could have been clearer; the code seems to jump from one subject to another without an obvious structure.
Q8.  Is there anything else the code should cover, or are there any other ways in which the code could be improved?
As set out in our response to question 5, we felt that the code does not deal in enough detail with the particular difficulties presented by SARs made by employees.  We also felt that the code was quite one-sided in a number of areas, whereas we would have preferred it to be more balanced between the interests of data subjects and data controllers.  
SARs are particularly cumbersome for organisations and in our view the code does not go far enough to ensure that it is clear to organisations what they should do and what they do not need to do in order to respond to them within the DPA.
It would also be helpful if it was made clear if any parts of the codes are mandatory or whether all of it is guidance and best practice only.
Q9.  Do you agree that it will be unnecessary to retain this guidance following publication of the code?

It is difficult to comment, until the code is published.
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